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JAMR Goals 
Joint Advanced Manufacturing Region 

• Develop 

– Design Considerations for notional Smart 

Manufacturing Grid 

 

• Scope 

– Security, Safety, Privacy and IP “needs” for 

Digital Thread  

 

• Collaborate  

– Across Agencies, Commands and 

Manufacturing Communities of Practice 

 

• Expand 

– Reduce the barrier to entry for non-traditional 

suppliers to DoD 

 

• Advise  

– Naval and DOD leadership on findings and 

recommendations 
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• Understand 

– Emerging technical trends, threat drivers, fiscal 

environment and perceived needs of DoD 

 

• Influence  

– Standards, specifications, implementation 

patterns and secure, strategic architecture to 

improve Infrastructure resilience 

 

• Collaborate  

– By sector,  value-chain, PPP,  region or 

discipline 

 

• Respond  

– Provide profitable, executable, proposals to 

solicitations coming from DoD  /  Public sector 

 

• Grow 

– Get a piece of the expanding industrial pie 

– Take advantage of the reshoring phenomenon 

Critical Manufacturing Independence Advanced Manufacturing Cluster  
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National Security Linkages 

• Mobilization:   

– Defense Industrial Base Surge Capacity 

 

• Defend the Homeland:  

– Critical Infrastructure Protection 

 

• Cybersecurity Readiness: 

– Industrial Control Systems 

 

• Innovation: 

– Automation, Efficiency, Effectiveness 

4 

Advanced Manufacturing is the Cornerstone  

of Naval Modernization 
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SECNAV: Innovation Vision 
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 Accelerate Emerging Operational Capabilities to the Fleet! 
 

- “We cannot allow inefficient bureaucratic processes to slow new operational 

capabilities from getting into the hands of our warfighters.” 

 

- “As we enter the age of cyber, unmanned systems, and advanced manufacturing, 

we cannot allow overly complex, form-over-substances, often useless, and 

harmful practices to prevent development of much needed capability, while 

simultaneously giving our potential adversaries the competitive advantage.” 

 

Secretary of the Navy – Ray Mabus 

R 152108Z APR 15  

FM SECNAV WASHINGTON DC  

TO ALNAV  



- 6 - - 6 - - 6 - 

Smart  

Manufacturing Grid 
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Digital  Manufacturing  

Network 

Distributed Manufacturing  

Topology 

On-Demand   

Value Chain Management 

Information Technology  

 

Operational Technology 

 

Cyber-Physical Systems 

Node Location 

 

Physical Logistics 

eProcurement 

  

eCommerce 

 

ERP /  SCM  / PLM 

 

Representational Topology 

Capacity / Mix Optimization 

Regional Approach for Resiliency Reference Manufacturing Stack 
Committee on National Security Systems 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.yourchildlearns.com/us_map.htm&ei=pniLVK2EN4T4yQSVhoDwAg&bvm=bv.81828268,d.aWw&psig=AFQjCNEGwcxi8WsIglXBehZy8fJbZ284Bg&ust=1418512932318861
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 CNO Directed 
 OPNAV N4 to manage Additive 

Manufacturing (AM) efforts across 

the Navy.  

 

 Stakeholder Responsibilities  
• Facilitate the introduction of AM 

capabilities across the 

Department of Navy (DoN) 

• Asses changes to policies, 

procedures, standards and 

controls required 

 

 Deliverables 
 Additive Manufacturing 

Guidebook 

 POM Additive Manufacturing 

investment strategy  

 

Naval Additive Manufacturing Initiative 
January 2015  
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Manufacturing and DOD 
Definitions  

8 

Domestic Defense Industrial Base: 
• “Domestic sources which are providing, or which would 

be reasonably expected to provide, materials or 

services to meet national defense requirements during 

peacetime, graduated mobilization, national 

emergency, or war ."  
 

Domestic Source: 
• “ A company in the United States or Canada that 

performs substantially all of the research and 

development, engineering, manufacturing, and 

production activities required contract with the United 

States relating to a critical component or a critical 

technology item ."  
 

Manufacturing Sector 
• Engaged in the mechanical, physical, or chemical 

transformation of materials, substances, or 

components into new products.  

• Described as Plants, Factories and mills…   

Defense Industrial 

Base Sectors 

NAICS 

31-33 - Manufacturing 

•  336 - Transportation equipment manufacturing 

•  3366 - Ship and boat building 

•  33661 - Ship and boat building 

•  336611 - Ship building and repairing 
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DOD’s Version of 

Factory of the Future: Challenge 
From: Defense Acquisition Guidebook 2012  
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Technology is perhaps the fastest changing area in manufacturing management. 

It is an area that manufacturing managers need stay abreast of on their own.  
 

Below are some trends that impact the factory of the future: 

• Integrated and Traceable Supply Chains 

• Integrated Plant Safety 

• Machine Vision and Artificial Intelligence 

• Predictive Analytics and Self-Learning Machines 

• Industrial/Cyber Security 

• Smart/Sustainable Buildings 

• Mobile/Connected Workforce 

• Wired/Wireless and the Cloud 



- 10 - - 10 - - 10 - 

Opportunity: 
Better Buying Power 3.0 

• The theme that ties the content of BBP 3.0 together is an overriding concern that our 

technological superiority is at risk.   JAMR will serve as a Beta environment for 

developing, testing and maturing the concepts in BBP 3.0 

10 
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BBP 3.0 Strengthen cyber-physical security 

throughout the product lifecycle 
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• Unclassified controlled technical information (CTI), 

potentially accessible through commercial interfaces, is 

particularly vulnerable to traditional and nontraditional 

foreign intelligence collection.  

 

• When compromised, this information can significantly 

degrade U.S. technological superiority by saving an 

adversary time and effort in developing similar 

capabilities or countermeasures.  

 

• In addition to addressing classified system information, 

this initiative’s objective is to improve CTI protection in 

both the government and the industrial base,  including 

the supply chain.  

 

• In FY 2014, the Department amended the Defense 

Federal Acquisition Regulation Supplement (DFARS) to 

safeguard unclassified CTI; we must now ensure this 

provision is effectively applied to all new DoD 

contracts.  

 

• We will also identify the acquisition and technology 

programs most critical to enabling U.S. technological 

superiority in order to focus our cybersecurity and 

protection resources.  

 

• To facilitate this, we will integrate efforts from 

acquisition, law enforcement, counterintelligence, and 

intelligence communities toward a common goal of 

protecting our programs.   

Economic Prosperity and National Security Depend on Getting This Right 

 

• This initiative includes efforts to educate our workforce on 

the value and best practices for system security and efforts 

to communicate the importance of cybersecurity across the 

Department and to the Defense Industrial Base. 

 

• All our efforts to improve technological superiority will be in 

vain if we do not provide effective cybersecurity throughout 

the product lifecycle. 

ISA-99 
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Smart Manufacturing Operations: 

Optimized and Cyber Safe  
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“Defense-in-Depth”  

 
Addresses internal and external security threats 

as well as helps provide confidentiality for 

control and information data.  

• Utilizing multiple tiers of physical and logical at different levels within manufacturing, to addresses disparate types of threats. 

 

• No single technology or methodology fully secures industrial networks.  

 

• A comprehensive security model should be designed and implemented as a natural extension to the manufacturing process.  

 

 (Source: Committee on National Security Systems Instruction (CNSSI) No. 1253)  
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Partners and Consortia 
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Smart Manufacturing Leadership Coalition 

Industrial Internet Consortium 

Manufacturing Extension Partnership (MEP) 

Manufacturing Day 

Digital Manufacturing Design and 

Innovation Institute 

Manufacturing.gov 
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Way Ahead:  
Informing Policy, Defining Process 

Partner   

• Collaborate as JAMR IPT (Southwest)  

• Partner with sister SYSCOMS, departments, agencies, LABS, industry consortia, 

individual companies and universities 
 

Develop 

• Create a Reference Framework for notional Smart Manufacturing Grid Discussions 

• Create a Use Case for Additive Manufacturing that Exercises the Framework 
 

Secure  

• Define a cyber security approach to facilitate AM adoption 

• Determine challenges to scaling to a broader digital manufacturing ecosystem 
 

Innovate 

• Build on existing Navy and DOD-wide experiments and initiatives 

• Participate in Industry-led test-beds 

• Set specific goals for funded risk reduction or product types 
 

Measure 

• Regional Mobilization Capacity 

• Geographic Resilience 

 

 

 

14 
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JAMR IPT Phases  
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Discussion 


