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What is Monterey Phoenix?

•  MP is a Navy-developed framework for 
modeling human, technology, and environment 
behaviors all in one framework 

•  Behavior is defined as a set of events with two 
basic relations: precedence and inclusion
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MP Public Website: 
wiki.nps.edu/display/MP/ 
 
MP Analyzer on Firebird: 
http://firebird.nps.edu  



Typical Modeling Views of Behavior
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The “Single Flowchart” swim lanes approach to 
describing behavior and interaction

4 

Actors 

Activities 

Input / Outputs 

Resources 



Discrete Event Simulation Results ���
for the “Single Flowchart” Swim Lanes Model
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Monte Carlo Simulation Results ���
for the “Single Flowchart” Swim Lanes Model
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The “Single Flowchart” swim lanes approach 
to describing behavior and interaction
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Report ready 
or  
something went wrong! 

“If the TDDS is ready to conduct a mission, the Operations Team 
commands the TDDS to start the mission.” 

If something goes wrong, then… 

this never 
happens… these never happen… 

these never happen… 

and these never happen. 



The “Single Flowchart” swim lanes approach to 
describing behavior and interaction
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“If the TDDS is ready to conduct a mission, the Operations Team 
commands the TDDS to start the mission.” 

(Otherwise, some failure mode has occurred.) 

Needs to be on a loop! 

Assumes successful detection! 



The “Single Flowchart” swim lanes approach to 
describing behavior and interaction

•  Is simple to draw and easy to read when the flow is straightforward with 
no decision points
–  Use of decomposition with working simulation varies by tool (works in Innoslate)

•  Simulation results are informative only for the set of scenarios modeled
–  Plotting activities on a timeline for logical analysis
–  Computing mission completion time, cost, and resource utilization, demonstrating 

discrete event and stochastic simulation approaches

•  Single flowchart has inherent limitations in capturing alternative 
behaviors
–  Diagrams quickly become complicated and even illegible
–  Manually created diagrams still employed to show different scenario alternatives

•  Time consuming, error prone, and inefficient use of human capital
•  Limited to scenarios envisioned by their authors
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What makes MP different?

•  MP is able to expose behaviors missed by other approaches because of 
the way in which it partitions architecture models:
–  behaviors in different components are modeled separately

–  then, known / desired interaction constraints are imposed upon those models

•  Exhaustive computation of all possible behaviors up to a specified 
scope
–  Substantially improves scenario coverage

–  Scenario set contains both desired and potentially undesired behaviors that may 
have otherwise remained undiscovered

–  Behavior views are automatically generated for manual and automatic 
inspection, rather than manually drawn and then manually inspected.  

•  MP is not a competing framework, but offers a step function in 
improvement to other analysis frameworks when used for the scenario 
generation behind those analyses
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MP Event Grammar Logic Constructs



What is Scope?

!
The Small Scope Hypothesis: most flaws in models 

can be demonstrated on small counterexamples  
Scope Number of Traces* V&V Method

1 13 Manual inspection

2 134 Manual or automated inspection (assertion checking)

3 1,465 Automated inspection (assertion checking)

4 16,106 Automated inspection, may be desirable for safety-critical systems

5 177,157 Automated inspection, may be desirable for safety-critical systems

*From the TCDS Model, August 2016 



Example  ISR Mission

The on-station phase begins when the UAV reaches the assigned on-station 
area. 
•  GCS Operator monitors system health and flight path.
•  UAV follows the search pattern, conducting aerial reconnaissance.
•  UAV transmits real-time video to GCS Operator.
•  If a target is detected, UAV sends target info to GCS Operator.
•  If target info is received, GCS Operator assesses the target and decides 

whether to monitor the target or command the UAV to resume 
searching.

The on-station phase ends when the UAV reaches bingo fuel, or the on-
station time period has concluded, or the GCS Operator has otherwise 
commanded the UAV to return to base.  
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Fixed Wing UAV OnStation Model 
in the MP Analyzer on Firebird
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16 possible SoS behaviors for the UAV 
during the OnStation phase, at scope 1. 
Generated on Firebird in 0.19 seconds 
 

1. Type model here. 

2. Run the model. 

3. Inspect event 
traces output. 



Fixed Wing UAV OnStation Model 
in the MP Analyzer on Firebird

17 36 possible SoS behaviors for the UAV 
during the OnStation phase, at scope 2. 
Generated on Firebird in 9.42 seconds 

Run the model 
at Scope 2. 

Inspect event traces 
output. 



!
MP Analyzer on Firebird: http://firebird.nps.edu  

MP Analyzer Scenario Output Example



Unexpected and Unwanted Behaviors Found using 
MP Modeling

•  An order processing system enters a waiting state after a 
transaction is cancelled. (Pilcher 2015) 

•  A first responder administers rescue medication to an 
unconscious patient, unaware that the medication was already 
administered. (Bryant 2016)

•  The International Space Station is unaware of a hazardous 
condition within a supply spacecraft as that spacecraft 
approaches to dock. (Nelson 2015)

•  A UAV on a search and track mission reaches a return-to-base 
condition, then finds and begins to track a new target. (Revill 
2016)

•  A storage facility containing hazardous objects was not 
locked after the mission concluded.
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An order processing system enters a waiting state after a 
transaction is cancelled.
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Invalid Scenario:  This order 
hangs in a waiting state. 

Valid Scenarios:  All orders conclude normally. 

Example Found Requirement:  The Order Processing System shall end 
all started transactions in either the Cancelled or Delivered state. 

Pilcher, Joanne D. “Generation of department of defense architecture framework (DODAF) models using 
the Monterey Phoenix behavior modeling approach.” Master's Thesis, Naval Postgraduate School, 
Monterey, CA.  September 2015. 



A first responder administers rescue medication to an 
unconscious patient, unaware that the medication was 

already administered.
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Example Found Requirement:  Any Bystander who administers Narcan to an Overdose 
Victim shall place a band around the Overdose Victim’s wrist that indicates the amount and 

time of the Narcan dose administered. 

Bryant, Jordan. “Using Monterey Phoenix to analyze an alternative process for administering 
Naloxone.” Capstone Research Project, Science and Math Academy, Aberdeen, MD. June 2016. 



The International Space Station is unaware of a 
hazardous condition within a supply spacecraft as that 

spacecraft approaches to dock.
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Nelson, Cassie. “Modeling a spacecraft communication system using Monterey Phoenix: a systems 
engineering case study.” Master's Project, Stevens Institute of Technology, Hoboken, NJ.  November 2015. 

Example Found Requirement:  The ISS shall abort docking operations with a spacecraft that 
has an invalid heartbeat comparison, even if the ISS heartbeat comparison is valid. 



Revill, Michael B. “UAV swarm behavior modeling for early exposure of failure modes.” Master's 
Thesis, Naval Postgraduate School, Monterey, CA.  September 2016. 

A UAV on a search and track mission reaches a 
return-to-base condition, then finds and begins to 

track a new target. 
Invalid Scenario:  Target tracked 

after bingo fuel condition 
Valid Scenario:  Object detected, tracked, and 

determined by Swarm Operator to be a valid target 
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Example Found Requirement:  A UAV that has found a possible target after reaching bingo 
fuel shall relay the LKL of the target to the Swarm Operator, then continue to return to base. 

Example Found Requirement:  A UAV that has reached a bingo fuel condition shall request 
permission from the Swarm Operator to track any new targets found. 

Example Found Requirement:  A UAV shall only track targets 
found before reaching bingo fuel conditions.   



A storage facility containing hazardous objects was 
not locked after the mission concluded.

24 
Example Found Requirement: The Operations Team shall securely 
lock the Controlled Storage Facility once the search is complete, if it 

contains stored TDs. 

TDCS 
Remote 

Area 
Clearance 

Mission 



A storage facility containing hazardous objects was 
not locked after the mission concluded.

25 
Example Found Requirement: The Operations Team shall securely 
lock the Controlled Storage Facility once the search is complete, if it 

contains stored TDs. 

TDCS 
Nearby 
Area 

Clearance 
Mission 



Test the Design with Assertion Checking
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http://firebird.nps.edu/  

Scope

Number of 
Traces 

Constrained 
(All Actors)

Security Requirement 
Assertion Check

1 9 (2.6 sec) No violations detected

2 48 (29 sec) No violations detected

3 210 (4m 14s) No violations detected

This CHECK command will expose 
any instances in which the number of 
Provide Secure Storage events is 
less than the number of Store TD 
events (a security vulnerability). 

If zero assertion violations are 
detected, this modeled design may 
be guaranteed to meet this security 
requirement through scope 3. 



Comparison of Regular Event Trace and 
MP Event Trace
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Event 
Trace 

Monterey 
Phoenix 
Event 
Trace 

Activity 
Model 

Show interactions 

Show internal events  
and interactions 



MP-based formal method for conducting 
behavior model V&V 

Verification of component behavior 
models, pre-scenario generation  

Verification of SoS event traces, 
post-scenario generation 



Conclusions & Way Ahead

•  Unspecified and potentially invalid behaviors have 
been exposed by students ranging from high school to 
graduate level education.

•  Suggests that this lightweight formal method 
approach is user friendly for practitioners with basic 
skills in logic and logical thinking.  

•  Follow on work
–  Update GUI for MP version 3 (user-defined relations)
–  Update GUI for MP version 4 (support for probabilities, 

durations, costs, and more architecture views 



FY17-18 Goals

•  Incorporate reliability analysis techniques into MP to semi-
automate reliability predictions and Event Tree Analysis 
(ETA)

•  Automate cost estimation based on function point counting in 
MP models

•  Enable risk analysis based on probability and consequence 
event attributes

•  Make one or more successful transitions of the MP approach 
and tool

30 



Questions?
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Monterey Phoenix and Related Work:   https://wiki.nps.edu/display/mp 
        firebird.nps.edu  



MP Value Proposition

•  By generating the exhaustive set of possible events and 
interactions for each actor, MP makes a far more complete 
set of use cases for:
–  identifying and steering emergent behaviors.
–  use in performance/safety/security/other -ility analyses.  

•  The MP approach allows for more thorough and 
continuous V&V, earlier in a system’s lifecycle.

32 firebird.nps.edu  



2015-2016 NPS Graduates Contributing to 
MP Research

1.  Farah-Stapleton, Monica. “Executable behavioral modeling of system- and software- architecture 
specifications to inform resourcing decisions.” Doctoral Dissertation, Naval Postgraduate School, 
September 2016.

2.  Revill, Michael B. "UAV swarm behavior modeling for early exposure of failure modes." 
Master's Thesis,  Naval Postgraduate School, September 2016.

3.  Christensen, Troy D. "Application of Monterey Phoenix to RQ-21A system architecture." 
Master's Thesis, DKL restricted collection.  Naval Postgraduate School, September 2016.

4.  Ruppel, Scott. “System behavior models: a survey of approaches.” Master's Thesis, June 2016.
5.  Garcia, Jorge. ”Un-building blocks: a model of reverse engineering and applicable heuristics.” 

Doctoral Dissertation, Naval Postgraduate School, December 2015.
6.  Steward, Victoria. “Functional flow and event-driven methods for predicting system 

performance.” Master's Thesis, Naval Postgraduate School, September 2015.
7.  Pilcher, Joanne. D. “Generation of department of defense architecture framework (DODAF) 

models using the Monterey Phoenix behavior modeling approach.” Master's Thesis, Naval 
Postgraduate School, September 2015.

8.  Hunt, Spencer S. “Model based systems engineering in the execution of search and rescue 
operations.” Master's Thesis, Naval Postgraduate School, September 2015.

Full MP-related publications bibliography at https://wiki.nps.edu/display/MP/Bibliography
Including first attempts to model-check MP models that have been accomplished and published together with Singapore University 33 



MP Innovations 

•  An  executable  system  architecture  model  -  Monterey  Phoenix  scenario 
generator can automatically produce annotated event traces with several 
hundred or small thousands of events
–  Virtual  blueprints  for  implementation  integration  tests,  yielding  continuity 

between requirements/design/coding phases 

•  A framework that enables human analysts to describe the behavior of the 
system and inform visualizations (DoDAF and other views) for different 
stakeholders

•  Mechanisms to run queries on the automatically generated event traces, and 
a language for event trace analysis (assertion checking) supporting early 
and continuous V&V of the design



Architecture Verification & Validation

Advantages of Monterey Phoenix approach compared with other 
simulation tools are as follows: 

•  Means to write assertions about the system behavior and tools to verify 
those assertions. 

•  Exhaustive search through all possible scenarios (up to the scope limit) 
provides increased confidence in scenario coverage.  
o  The Small Scope Hypothesis: most flaws in models could be 

demonstrated on small counterexamples  
•  Integration of the architecture models with environment models for 

verifying system’s behavior on typical scenarios (Use Cases). 
•  Event attributes, like timing, can  be used for non-functional requirements 

(like performance estimates), V&V and queries (like critical path estimates 
in PERT diagrams), for a scope-complete set of scenarios. 

•  Assigning probabilities to certain events makes it possible to obtain 
statistical estimates for system behaviors for a scope-complete set of 
scenarios. 



Architecture Verification & Validation

•  It is much easier for different stakeholders to understand and 
verify stand-alone scenarios (Use Cases) than the complete 
formal description of the system 

•  Scenario inspection in MP can be automated by assertion 
checking tools 

•  Interactions of subsystems and environment can be used for 
detecting emerging behaviors of System of Systems 

•  Different views could be automatically extracted and 
visualized for different stakeholder needs 



Crosswalk of Functional Flow Block 
Diagrams and MP Code
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Action'Diagram'Construct' Corresponding'MP'Code' Notes'

'

A: B; A'is'decomposed'by'B'(In'
Innoslate,'A'is'the'name'of'the'
parent'diagram)'

'

A: B C D; B'precedes'C'precedes'D'

'

A: B C D; B'precedes'C'precedes'D.''
Triggers'in'Innoslate'are'
precedence'relations'with'a'name'
attribute.'

'

A: ( B | C ); 
 
Or 
 
A: Or_Action  
   ( Yes B | No C ); 
 

B'or'C'
Whether'or'not'to'include'the'Or'
Action'and'branch'names'as'
separate'events'in'MP'can'be'
based'on'a'user'preference'
setting.'

'

A: (* B *); B'repeated'zero'or'more'times'
(iteration'count'currently'
controlled'with'a'local'script'in'
Innoslate'–'need'to'add'a'global'
iteration'scope'setting'for'MP'
modeling'compatibility)'

'

A: <m..n>(* B *); B'repeated'between'm'and'n'
times'(controlled'by'a'local'script'
in'Innoslate)'

'



Crosswalk of Functional Flow Block 
Diagrams and MP Code
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!

A: (+ B +); B!repeated!one!or!more!times!
(controlled!by!a!local!script!in!
Innoslate)!

!

A: [B]; B!is!optional!

!

ROOT A: C; 
ROOT B: D; 
COORDINATE $x: C FROM A,  
  $y: D FROM B 
 DO ADD $x PRECEDES $y;      
      OD; 

C!precedes!D!(A!and!B!are!root!
components)!

!

ROOT A: ( C | D ); 
ROOT B: ( E | F ); 
COORDINATE $x: C FROM A,  
  $y: E FROM B 
 DO ADD $x PRECEDES $y;      
      OD; 
COORDINATE $x: D FROM A,  
  $y: F FROM B 
 DO ADD $x PRECEDES $y;      
      OD; 

C!precedes!E,!D!precedes!F!

!



Crosswalk of Functional Flow Block 
Diagrams and MP Code
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!

ROOT A: C; 
ROOT B: ( D | E ); 
COORDINATE $x: C FROM A,  
  $y: ( D | E )  
                 FROM B 
 DO ADD $x PRECEDES $y;      
      OD; 

C!precedes!D!or!C!precedes!E!

?!

!

ROOT A: ( C | D ); 
ROOT B: E; 
COORDINATE $x: ( C | D )  
                 FROM A,  
  $y: E FROM B 
 DO ADD $x PRECEDES $y;      
      OD; 

C!precedes!E!or!D!precedes!E!

(no!equivalent!model)!
!

ROOT A: C; 
ROOT B: C; 
A, B SHARE ALL C; 
 

Components!A!and!B!share!all!
occurrences!of!C!

!



Real life 
problem 

Computational 
platform 

Executable 
code 

Requirements – ICDs, DOORS 

Architecture – Innoslate, MP, DoDAF, executable 
architecture models  

 

Design – physics models, pseudo-code, 
solution-level tradespace decisions 

Source code in Java, C++, 
Object-Oriented PL 

Assembly code 

Compiler 

Layers of original 
problem models 

Model of Software-Intensive System Design 
Process

Innoslate: Stochastic 
Monterey Phoenix: Exhaustive up to scope 



Architecture: A Bridge
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System’s 
Architecture 

Stakeholder Examples Typical Questions or Groups of Questions 

Customer Are user, technical, cost, and management expectations being met?  

Users Does this system do what was expected? Does it fulfill prioritized 
requirements?  

Engineers / Designers  What implementation option(s) should be considered to meet 
performance expectations?  What are environment interactions and 
constraints for each option? 

Testers What are optimal instrumentation points? What statistics should be 
gathered? What is the correct level of abstraction? 

Cost Analysts  What is the cost of the system from requirements elicitation thru 
software evolution? 

User 

Requirements 
Detailed Design 

Slide developed by Monica Farah-Stapleton for the “Behavior Modeling of System Architectures” presentation by Giammarco, Farah-Stapleton and Auguston 
given to the INCOSE SoS WG, January 17, 2014. 



Rethinking How We Model Behavior
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Rethinking How We Model Behavior
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Rethinking How We Model Behavior
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Rethinking How We Model Behavior
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or 

includes 

End of rule 

or 



Rethinking How We Model Behavior
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‘Supply stored energy’ event from the Operations Team shall always precede  
‘Receive stored energy’ event the TDDS. 



MP Event Grammar Legend
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MP Graph Legend
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Event 

Event 

ic Event 

includes 

precedes 


